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SUMVARY

This is the final report on the third-party prelinmnary audit and risk
assessment of the Departnent of Wrk & Pensions’ (DW) Information &
Anal ysis Directorate (lIAD) systenms conducted by the Enterprise Privacy
Group. The purpose of this report is to detail the findings, conclusions
and recommendati ons arising fromthe revi ew

The DWP and | AD docunent ati on appears to be both conprehensive and | argely
conplete — certainly when conpared with our experience of Data Protection
docunentation in other |arge organisations. W believe a full audit would
conclude that the docunentation is legally satisfactory and we therefore
have no hesitation in confirm ng its adequacy.

Conpliance with docunentation is largely excellent. 1AD staff generally
denonstrate a genuine comitment to carrying out their privacy duties, and
are keen to observe Data Protection principles. However, our assessnent of
IAD's Data Protection system raises concerns over three key areas of
procedure and operation, nanely:

 Data Protection Strategy: continued effort is needed to inplenent the
stated commtnent to good privacy practices;

e Staff Awareness: despite their enthusiasm many staff [ack the know edge
they require to put policies into practice, and will require ongoing
training and education to achieve and maintain a high standard of Data
Protection practi ce;

e System Audit and Review. Data Protection audit appears to be a
relatively new function within I AD, and there is a need for further work
to ensure that it becones enbedded in normal operations.

W are satisfied that these issues will be adequately addressed by the
creation of the DSU/ Data Protection team and |AD s new work on Data
Prot ecti on awareness and audit that has al ready conmenced.

At sone key levels, the data protection system and data protection
conpliance remains at odds wth the high expectations for privacy
protection, security and safeguards set by the Departnent’s public
statements regarding the Longitudinal Study and data matching. There are
also significant risks that persist at the broader Ilevel of public
rel ations because of inconsistencies in published statements and in
organi sational process. Public commtnents in areas such as transparency
nmust be rigorously observed.

Nevert hel ess, the conpliance audit score we have given to | AD (based on the
final risk assessnent) is on the very high end of the scale. Specific
concerns notw thstanding, we believe it is likely that |1 AD conpliance woul d
be awarded a ‘green light’ in any subsequent audit. This conclusion is, we
believe, a realistic one, even though audit scrutiny of any |arge-scale
public sector system can be unusually critical. The prospect of passing a
full audit will depend largely on the devel opnent of internal managenent
and oversight arrangenents that are practical and effective, as well as
devel opnent of staff awareness that is deeply enbedded and resilient.
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I NTRODUCTI ON

Backgr ound

The Enterprise Privacy Goup (EPG was comm ssioned by the
Department for Wirk and Pensions’ (DWP) Information and
Anal ysis Directorate (IAD) to conduct a pre-audit on |AD
systens to nmeasure the levels of conpliance with
requirenents of the Data Protection Act.

This requirement arose from the need to confirm the
legality of processing as part of the DWs Wrk and
Pensi ons Longitudi nal Study, as announced by the Secretary
of State for Wrk and Pensions in Decenber 2003.

About this
report

This is our final report on the third-party prelimnnary
audit and risk assessnment of |AD systens. The findings and
recomrendati ons are based on interviews, site visits and
docunentation reviews up to and including the publication
dat e. The report i ncor por at es t he findi ngs and
recommendations of our First Stage Report of 7'" July 2004
together with subsequent work.

Pur pose of
this report

The purposes of this docunent are to:

e detail our findings and conclusions arising from the
review,

e« set out specific recommendations for further action
that are believed to be necessary if IADis to ensure a
continued very high standard of information protection.

The report is intended to supplement the First Stage
Report, and for the sake of brevity sone information in
that report has not been duplicated here.

Scope of this
Repor t

DWP-| AD Pre-audit

The scope of this report addresses the followi ng key
el ements of our work progranme:

¢ adequacy assessnment: to check that any docunented
Pol i cies, Codes of Practice, @uidelines and Procedures
meet the requirenents of the Data Protection Act 1998.
A nore detailed assessment is provided in the First
St age Report;

e conpliance assessnent: to ensure that the DW is in
fact operating in accordance wth its docunented
Pol i ci es, Codes of Practice, Guidelines and Procedures;

e privacy tenplate developnment: to ensure that |AD s
managenment team has a clear understanding of the key
conpliance issues for which they are responsi bl g;

e« devel opment of overall report on reconmendations and
actions.

The following elements of the agreed work programme are
omtted fromthis docunent, but covered in the First Stage
Report:

e planning and risk assessnent;
e prelimnary conpliance assessnent;

e devel opnent of pre-audit guidelines: covered in Appendix
2 of the First Stage Report.
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Two el enents of the work programe have been dropped from
the scope of work:

e options for technical inplementation for best practice
this was deferred to a new piece of work that comrenced
early in 2005. That project wll <create a ‘self-
certification schene, with the objective of integrating
awareness and audit processes using the Directorate’s
Lotus Notes platform EPG is managi ng that project;

e conparative best practice assessnent — UK and abroad:
this was dropped fromthe scope of work due to necessary
restrictions on time and travel s costs.

Qur approach

Qur process is derived from the stages and benchmarks set
out in the Information Commissioner’s Audit Manual
together with additional procedures as advised by the
Conmi ssioner’s office. This approach ensures conpatibility
with any subsequent audit.

To gather the information we interviewed DW staff over a
five-nonth period and analysed relevant DW docunents,
which are listed in Appendix A The DW docunents and
policies were assessed against the requirenents of the UK
Data Protection Act, the European Data Protection
Directive (1995), the European Convention on Hunan R ghts

They were also checked against a nunber of Codes and
pinions published by the Information Conmi ssioner,
including the Enploynent Practices Data Protection Code
and Durant vs FSA.

The findings were then check-listed against the 47 criteria
set out in the Information Conmi ssioner’s Data Protection
Audit Manual. These are provided in Appendix 2 of the First
St age Report.

Scope of the
EPG revi ew

The EPG review was confined to operations within IAD, and
to docunentation that relates to those operations. The
review did not cover other parts of DW, nor did it
i nclude services provided by third party organisations.

The scope of the review did not include confirmng the
validity of information provided. Where docunents were
provided to us, such data was accepted at face value and
was not cross-checked or chal |l enged.

Legal advice

Pl ease note that this report has not been scrutinised by
| egal experts. Any use of the recommendations in this
report should be supported by independent |egal advice
wher e appropri ate.

What this
report
cont ai ns
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This report contains the foll owi ng sections:

Part 2. Overview of key findings and recomendati ons
A summary of the key findings and reconmendati ons arising
fromthe review, including the high-level audit results.

Part 3. Adequacy assessnent
An assessnment of the suitability and availability of
rel evant docunentation

Part 4. Conpliance assessnent
An assessnment of |AD conpliance with the Data Protection
Act .
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Appendi x A. Audit schedul e
A list of the docunents provided to EPG as part of the
revi ew.
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OVERVI EW OF KEY FI NDI NGS AND RECOMVENDATI ONS

I nt roducti on

This section describes progress since our First Stage
Report, summarises the key findings and recomendations
arising from our review, and provides a ‘dashboard high-
| evel audit view of [|AD conpliance with Data Protection
i ssues.

Cont ext of the
revi ew

We are very much aware that within the public sector in

the UK there is little precedent for the work being
undertaken by IAD. The responsiveness of |AD to issues
raised by this prelimnary audit indicates that the

Directorate views human relations and Data Protection as
integrated issues. This is an inportant and refreshing
perspective that we believe will accelerate inplenentation
of standards of excellence in Data Protection.

Progress since
the First
St age Report

DWP-| AD Pre-audit

The First Stage Report of 7" July 2004 was largely
positive in its findings, and included a nunber of
recomendations to ensure that |AD obtains an overall
finding of adequacy in its handling of per sonal
informati on. The | AD managenent team was quick to respond
to these recomendations. In consequence, Data Protection
st andar ds and processes within IAD have evol ved
substantially since we conmenced the EPG review The
outcome can be neasured both through the devel opment of
docunentation and by the developrment of organisational
processes.

These initiatives, in our view, are fuelled by a
denmonstrable comitnent by senior nmanagenent to the
protection of personal information. The extent of this
commtment is wunusual. Mtivation at this level is an
essential element in the drive to create a culture shift
wi t hin t he organi sati on. Havi ng acknow edged this
chal  enge, substantial work nust still be undertaken

within 1AD to achieve that culture shift. A systematic
approach nust be taken to capture hearts and m nds.

We have al so observed a perceptible shift in attitude and
practice throughout |AD. This pleasing outcome indicates
that ongoing efforts to change ‘hearts and mnds are
making inroads into departnental culture. As we observe
later in this report, this outcome nust be supported by
endenic changes to |AD s approach to staff awareness
devel opnment and internal audit.

We had expressed concern in the First Stage Report that
| evel s of physical environnent in the Newcastle site m ght
be inadequate to maintain the levels of security
stipulated in the docunentation. W are pleased to learn
that these shortcom ngs are being addressed, to the extent
that plans have been nade to relocate teans to nore secure
preni ses where required.
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Hi gh | evel
audi t

i ndi cators —
t he

‘ dashboar d’

Fi gure 1:
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In our First Stage Report, we scored the data protection
compliance of a variety of key sections, functions and
outputs of the IAD. The results were presented as a
‘dashboard’ using a traffic |ight code, as follows:

e Green: Adequately conpliant or noving to Best Practi ce;
. Probably conpliant, but requiring attention;

e Red: Either a significant risk of non-conpliance or not
enough information currently available to make a
j udgenent .

This process has been repeated to reflect current |evels
of conpliance, which are shown in Figure 1 below Those
areas where we believe there has been an evident
i mprovenent in adequacy or conpliance since the First
Stage Report are indicated with dashed lines: - - - - -

( N

Documentatior

Process

DWP-1 AD High | evel audit indicators — the *dashboard

Organisanon Environment

Data Protection
Principles

O the ten areas that have denobnstrated an inprovenent
the nost notable are Managenent, Accountability, Awareness
and the First Data Protection Principle, all of which have
switched from Red to ‘Geen’ ratings.
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Sunmary of
findi ngs and

Qur key findings and recomendations are summarised in Table 1 below. These findings and
recomendati ons supersede those of the First Stage Report, and they reflect the nunerous

r;a_comnend- positive changes initiated by | AD managenent since the start of our work.
ations . . . . .

VWi | st several of these observations carry associated recomendati ons, we should point out that
such deficiencies do not lead to an overall negative finding. There is every reason to believe
that a conprehensive audit — even under present circunstances — will find favourably at all
| evel s of operation and procedure. However, in view of the very high standards set by |AD
managenent we will award only a provisional ‘green’ on sone aspects of conpliance.

| ssue Fi ndi ng Recommendat i on
Data Protection Policy Wil st the necessary Data Protection | Continue to treat Data Protection as a key
policies and standards are in place, |senior managenent i ssue, with further
the overall strategy for inplenenting|efforts to i ntegrate it i nto | AD s
and managing Data Protection and|Information Managenment strategy. Develop a
privacy issues is still energing. conprehensive and integrated strategy and
ensure that this is reviewed on a quarterly
basi s.
St af f Awar eness Some key staff appear to be | The DSU7 team has started work on its
unfam i ar with t he Personal | programme of Data Protection awareness and
Information Policy. It should be|training, and this will be reinforced by the

noted that those sane staff expressed | Anareness and Audit project that has now
enthusiasmto find out nore once they | conmenced.

were told of the problem The
complexity of policies, procedures
and requirenments presents a barrier
to devel opi ng neani ngf ul awar eness.

System Audit and Revi ew e wer e unabl e to obtain |We reiterate that there is a need for a high
docunentati on or verbal evidence of |level, structured and ongoi ng revi ew both of
any Data Protection audit or review| mnagenment responsibilities, and of
process w thin |IAD. provi si ons for gener al over si ght of

i nformati on and data practi ces.

The appoi ntment of the DSU7 specialist team
within | AD neets nany of these requirenents,
but the work of this team should be
regularly reviewed at the highest |evel of
managenment . The new awar eness and audit work
will go a long way towards addressing this

DWP- | AD Pre-audit
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i ssue.

Table 1: Summary of findings and recommendati ons

Docunent at i on

The DWP and | AD docunent ati on appears
to be both conprehensive and |argely

complete — certainly when conpared
with our experience of Dat a
Protection docunentation in other

| arge organi sations. W believe that
a full audit would conclude that the
docunentation is legally satisfactory
and we have no hesitation in
confirmng its adequacy.

No action required.

Cul ture

We remain concerned about prospects
for the ongoing quest for culture
change in IAD. W believe that |AD s
commitnent to «creating operational

and nanagenent initiatives nust be
matched by an equally rigorous,

systematic and enbedded audit and
eval uati on process. From
conversations with senior |AD staff

we believe that substantial wor k
still needs to be done at a
behavi oural and cultural level wthin
the Directorate in order to achieve
conpr ehensi ve  excel | ence in dat a
protection and security.

A conprehensive strategy should be devised
to ensure that all
cul ture change

Transl ati ng
appropri ate
chal | enge.

opportunities to achieve
are fully expl oi t ed.

witten pr ocedur es into

action

will be an ongoing

DWP- | AD Pre-audit
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Tr anspar ency

The Departnment’s public profile -
including press releases or t he

website — has yet to effectively
publi ci se t he wor k on t he
Longi t udi nal St udy or provi de
meani ngf ul details about rel at ed

activities such as t he Et hi cs
Committee. This failure does not
engender public trust, and has been
the subject of |obby criticisnt.

As set out in our first stage report, any
expectation of accountability and
transparency nust be reflected in the
docunent ati on publ i shed by DWP. Thi s
i ncludes openness  about processes and
techni cal specifications. It can be argued
that this level of transparency has not
quite been achieved. This shortcom ng
presents a risk in terms of public
relations. We draw attention in particul ar
to the paucity of information on the |AD
website wth regard to the Longitudinal
St udy.

Table 1: Summary of findings and recommendati ons

L http://ww. spy. org. uk/ spybl og/ ar chi ves/ 2004/ 06/ wher e_i s_t he_dw. ht ni

DWP- | AD Pre-audit
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ADEQUACY ASSESSMENT

I nt roducti on

This section describes the findings from our review of
docunents. Sone of these have been devel oped for specific
purposes by I AD, others are DWP-wide. Still nore have been
produced by other areas  of gover nnent but have
applicability to I AD.

Adequacy
assessment of
DWP

docunent ati on

DWP-| AD Pre-audit

Al though a small nunber  of docunents were either
unavail able or inconplete at the tine they were requested,
it is clear that the DWs published policies are
extensive and generally sound. In our first stage report
we made coments and recommendations relating to sone key
docunents, but it is our judgenment that overall the
docunentation will constitute a finding of Adequacy for
data protection, and that the docunentation is generally
compliant with the Data Protection Act (1998).

Conment s and recomendat i ons relating to specific
docunents are contained in our Interim Report. However,
the key indicators for Adequacy Assessment wthin the
Directorate’s Data Protection System parallel the findings
of the Conpliance Assessnent in raising concerns over
three key areas of procedures and operation:

« Data Protection Strategy: Wilst the necessary policies
and standards are in place, there does not appear to be
an overall strategy for inplenenting and managi ng Data
Protection and Privacy issues;

e Staff Awareness: The IAD may fall short of its goal of
excellence in ternms of staff awareness of key policies.
Sone key staff, for example, appear to be unfamliar
with the Personal Information Policy. 1t should be
noted that those sane staff expressed enthusiasm to
find out nore once they were told of the problem and
that the issue is one of process and training, not of
| AD staff notivation;

e System Audit and Review We were unable to obtain
docunent ati on or verbal evidence of any Data Protection
audit or review process within | AD.

W are satisfied that these issues wll be adequately
addressed by the new work on Data Protection awareness and
audi t .

We based our Adequacy findings and reconmendations on a
review of nmore than thirty docunents and infornation
sources. A full [list of docunments supplied to EPG is
provi ded i n Appendi x A

A list of documents that were requested but wunavail able
has also been provided in Appendix A However, based on
the strength of the documents provided, we are confident
in awarding a finding of adequacy (a ‘green light’) to the
docunent at i on.

In light of the problems in obtaining all the requested
docunents, we recomend that in due course all relevant
docunents be brought together and indexed to provide a
general resource for |1AD and auditors. This collection
shoul d be regularly reviewed for rel evance, conpliance and
accuracy.
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COWPLI ANCE ASSESSMENT

I nt roducti on

This section docunents our conpliance assessnent findings.
The purposes of the pre-audit for conpliance are to:

e ensure that the DW is operating in accordance with its
docunented Policies, Codes of Practice, Guidelines and
Pr ocedur es;

e indicate whether there are likely to be issues that
will be raised when a full audit is conducted;

e establish paraneters for excellence in data protection
conpl i ance.

Backgr ound

The Conpliance Audit is built on the findings of the
Adequacy Audit, and is determ ned by a process of evidence
gathering through staff interviews and observation. Mich
of this work is guided by the Information Comm ssioner’s
Data Protection Audit Manual, which sets out 240 questions
relating to all aspects of Data Protection procedure. Qur
key task for this report was to systematically review
answers to these 240 questions to deternine an assessnent.

The assessnent

DWP-| AD Pre-audit

The full list of questions is set out in Appendix Two of
the First Stage Report. The area headings of the
assessnent in Table 2 below correspond with the Appendi x
list, and we have col our coded each of them to provide an
i ndi cati on of where:

e evidence has yet to be discovered, or where we believe
there are significant problenms (red);

e where there is some indication of conpliance (anber);
e where we are currently confident of full conpliance

( )
Areas that do not appear to be relevant to |AD are
hi ghli ghted in bl ue.

Table 2 shows the provisional assessment that we
determined in July 2004 followed by the assessment that we
have awarded |AD at 22" Decenber 2004. As with the audit
overview in Figure 1, an inprovenent is clearly evident.
W are pleased to note that all reds have noved to anber
or green.

It is inportant to keep in mnd that this list relates to
application of the Departmental documentation. W should
stress that the areas highlighted in red do not necessary
indicate failure. These are prinmarily the aspects that
will require greatest scrutiny in future Data Protection
activities.

The conpliance points listed in Table 2 also form the
privacy tenplate for future conpliance issues. These will
be devel oped further as part of the awareness and audit
wor k that has now comenced.
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Audit Area Interim Final Reason for Change
A.1.1 | The Data Protection | Data Protection policy Anber Anber
Syst em - - - -
Al.2 y Staffing and reporting Red The creation of the DSU7 team wi | |
structures resol ve this.
A 1.3 Staff awar eness and Red Anber Ful | documentation and the devel opnent
traini ng of the DSU7 team have established the
foundation for effective staff
awar eness. | npl enentation and ful
translation of the policies into staff
practice is yet to energe
A 1. 42 System audit and revi ew Amber Amber
A 2.1 Docunent ati on Data protection procedures Red Subst anti al inprovenent in staff
devel opnent, lines of responsibility,
docunent ati on and oversi ght has
created greater clarity and focus on
data protection procedures.
A 2.2 Job descriptions and staff
contracts
A 2.3 Data col |l ection
A 3.1 Key busi ness Key busi ness processes
processes
P.1.1 | The First Data Cat egori es of personal data
Protection . .
1.2 Principl e Schedul e 2 — Grounds for Red Clarified through | egal advice.
| egitimate processing of
personal data

Table 2: Prelimnary conpliance assessnent

2 A1.4. ‘Planning and Inplenentation’ referenced in First Stage Report deemed unnecessary for Final Report

DWP-1 AD Pre-audit 11'" January 2005 Page 14 of 18



Cient Confidential

Ref . Interim Final Reason for Change
P.1.3 | The First Data Schedul e 3 — Grounds for Red Clarified through | egal advice.
Protection | egitimate processing of
Principle sensitive personal data
conti nued " . :
P.1.4 ( | nued) (bt ai ni ng personal data Red Clarified through | egal advice. Ful
conpl i ance subject to satisfaction of
notification procedures in P.2.2.
P.1.5 Lawf ul processing Red Clarified through | egal advice.
P.1.6 Fair processing Red Clarified through | egal advice.
P.1.7 Exenptions fromthe first Red Clarified through | egal advice.
data protection principle
P.2.1 | The Second Data Uses of personal data
Protection within the organisation
Principle P ; ;
P.2.2 ' nerp Notification to the data Red Anber | Wil e steps have been taken across | AD
subj ect to improve notification procedures,
questions still remain about the
adequacy and effectiveness of the
process. It may be necessary to
conduct further work in this matter.
This is particularly so in view of the
specific circunstances relating to the
| AD client base. To be | awful
notification nust be intelligible and
vi si bl e.
P.2.3 Notification to the Anber The Conmi ssi oner has been notified of

I nf ormati on Comm ssi oner

all circunstances relating to areas
covered by this report.

DWP- | AD Pre-audit

Table 2: Prelimnary conpliance assessnent
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Interim Final Reason for Change
P.2.4 The Second Data Use of existing personal Red Anber Further information has been made
Prot ection data for new purposes avai | abl e by I AD since the First Stage
Principle Report. A definitive statenent from
(conti nued) | AD's | egal advisors on contractua

arrangenents with Data Processors (see
T1.1 to T1.5) with regards to what
third party processing, offshore
processing and third party
arrangenents are possible (or
precluded) is still required. Their
assurance that the contract ternms and
par aneters have been fully vetted and
approved would pernit this to nove to
a ‘Geen’ rating.

P.2.5 Noti fi cati on nmai nt enance Red Appr opri ate nmeasures have been

i npl emented to ensure that this
condition is satisfied. It would
however be advi sable to request the
| egal departnent to provi de an annua
review of notification procedures to
ensure that maintenance is adequate.

P.2.6 Di scl osures of data Red Anber Di scl osures appear to be | awf ul

However we believe that contracts and
arrangenents shoul d be systematically
reviewed by the |l egal departnent to
ensure consi stency. This is
particularly so with regard to the use
of third parties in the processing of
data di scl osed for research purposes.

P.3.1 The Third Data Adequacy and rel evance of Anber Clarified through | egal advice.
Protection personal data
Principle
P.4.1 The Fourth Data Accur acy of personal data
Prot ection
Principl e

DWP-1 AD Pre-audit 11'" January 2005 Page 16 of 18
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Keepi ng persona
t o-dat e

dat a up-

DWP- | AD Pre-audit

Table 2: Prelimnary conpliance assessnent (continued)
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Ref . Interim Final Reason for Change

P.5.1 The Fifth Data Ret enti on policy Red Anber | W recommend t he devel opnent of a
Protection conpr ehensi ve retention policy
Principle revi ewed annually to ensure that

retention practices remain |awful. The
policy should mandate rel evant
retention tines dependi ng upon the
nature of the data and its use.

P.5.2 Revi ew and del etion of
personal data
P.5.3 Del eti on of personal data
P.6.1 | The Sixth Data Subj ect access Anber Docunent ati on has now been provi ded.
Protection Procedures appear to be in order
P.6.2 Princi ple Appropriate w t hhol di ng of Anber Anber

personal data in response
to a subject access request

P.6.3 Processing that nay cause Anber
damage or distress
P.6.4 Dealing with notices served Red Docunent ati on appears to be in order
by i ndi vi dual s
P.6.5 Aut omat ed deci si on taki ng Red Staff interviews have satisfied us
that this provision is adequate.
P.6.6 Rectifi cati on, bl ocking, Red Staff interviews have satisfied us
erasure and destruction that this provision is adequate.
P.6.7 St af f awar eness Red Amber | Conditions as A 1.3 above.

| npl enent ati on yet to be conduct ed.

Table 2: Prelimnary conpliance assessnment (continued)
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Audit Area Interim | Fina

Reason for Change

P.7.1 | The Seventh Data Security policy Anber Ful I docunentati on has now been
Protection si ghted and appears to be in order
Principle Appoi nt nrent of DSU7 satisfies other

requirenents.

P.7.2 Unaut hori sed or unl awf ul Red Clarified through | egal advice.

processi ng of data

P.7.3 Ensuring reliability of Red Anber | Awaiting full inplenentation of

staff nmoni t ori ng procedures and i npact of
procedur es devel oped by DSU7.

P.7.4 Destructi on of persona

dat a
P.7.5 Conti ngency pl anni ng —

acci dental | oss,
destruction, damage to
personal data

P.7.6 Contracts for processing N A N A
carried out by third
parties
P.8.1 Adequat e | evel s of N A Anber | The use of third parties for

protection

processi ng of data requires
clarification. Contract review by the
| egal departnent is essenti al

P.8.2 Exenpt transfers N A Anber

As above.

Table 2: Prelimnary conpliance assessnent
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Interim

Fi nal

Reason for Change

T.1.1 Usi ng Data Choosi ng a data processor N A Anber Further information has been made
Processors avai l abl e by | AD since the First Stage
Report. A definitive statenent from
| AD' s | egal advisors on contractual
arrangenents with Data Processors (see
P2.4) with regards to what third party
processi ng, offshore processing and
third party arrangenents are possible
(or precluded) is still required.
Their assurance that the contract
terns and paraneters have been fully
vetted and approved would permt this
to nove to a ‘Geen’ rating.
T.1.2 Contract initiation N A Amber | As above.
T.1.3 Contract review N A Amber | As above.
T.1.4 Contract nodifications N A Anber As above.
T.1.5 Contract breaches N A Anber As above.
T.2.1 Noti fi cation Notification to the N A Subj ect to the satisfaction of above
I nf or mat i on Conmi ssi oner condi tions.
T.2.2 Noti fi cati on mai nt enance N A Subj ect to the satisfaction of above
condi ti ons.
T.3.1 | Transitional Processi ng al ready under Red N A Appears not to be relevant to planned
Provi si ons way det erni ned processi ng.
T.3.2 Dual reginme Red N A Appears not to be relevant to planned
pr ocessi ng.
T.3.3 The first and second Red N A Appears not to be relevant to planned

transitional periods

processi ng.

DWP- | AD Pre-audit

Table 2: Prelimnary conpliance assessnent
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Physi cal
aspects

In our first stage report we drew attention to possible
problems relating to the physical envi r onnent at
Newcastl e. These concerns resulted in part from issues
arising from the open plan environnent. They also stenmed
from our successful efforts to socially engineer a neans
of bypassing security and entering protected prem ses at
the site.

Since then we have been advised that a npbre secure

location will be found for |AD staff affected by this
i ssue (which, of course, is an issue that extends beyond
| AD) . This arrangenent should substantially reduce

security vulnerabilities at the site.

Simlarly, staff could be nore sensitive to threats to
data under their control. A ‘clear desk’ policy my be
difficult to inplenent, but in some circunstances it may
be a necessary procedure. Conputers should not display
data unless the user is nearby. W understand that DSU7 is
maki ng an effort to rectify these shortconings.

We understand that the sharing of passwords has been
identified in the past as a potential issue. W anticipate
that the new arrangenents wll go sone way toward
resolving this unfortunate probl em

Behavi our
patterns

IAD has created a significant initiative in conbating
informati on misuse through the devel opnment of its ‘Baby’
system Baby has been designed to detect suspicious
behaviour in the use of personal data. The functionality
is inpressive. W would however suggest that |AD support
further devel opnent of the programme to the point of nore
conprehensive integration in the audit process.

Et hi cs
Conmi tt ee

DWP-| AD Pre-audit

We would recomend that the inportant contribution of the
Ethics Conmittee for the Longitudinal Study be pronoted
more widely. This wll help inform and educate staff,
while serving an inportant public function. The findings
of the Committee could help raise staff awareness and thus
i mprove the level of conpliance. The IAD's website should
be expanded to neet this requirenent.
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Appendi x A AUDI T SCHEDULE
Docunent s During the course of the review, the EPG team was provi ded
revi ened with the follow ng docunents:

DWP-| AD Pre-audit

Anti-virus Software Policy

Data Matching Code of Practice - Wrk & Pensions
Longi t udi nal St udy

Department of Social Security Code of Practice for Data
Mat chi ng

DWP docunent ‘ Conputer Security & You’

DWP I nfornmation Systens Security Standards

DWP I nternet Security Policy

DWP Personal Information Policy

DWP Security Awareness Presentation

DWP Security Incidents Code for Al Staff

DWP Security Incidents Guide for Security Advisors
El ectronic Mail Security Policy

Guidance to using the Wrk and Pensions Longitudinal
Study — | egal considerations

Managers Quide to Security

Mat eri al published on the DW website, including
mat eri al on the Longitudi nal Study safeguards

Newcastl e & London view systens architecture charts
Security Advisor’s Handbook

Social Security Fraud Act 2001 (s.3(1)) Code of
Practice on Qbtaining I nformation.

The followi ng docunentation was requested but could not be
provi ded because of issues unrelated to the EPG revi ew

St andards of Behaviour policies (we wll attenpt to
vi ew t hese on-site through the DWP Intranet)

Ri sk assessnents (prior and post system devel opnent) as
specified in 5.2.1, 5.2.11, 6.8.2, 6.9.1, 7.7.14,
8.2.1, 8.3.8, 9.1.1, 10.7.1 and Annexe 1 of the DW
I nformati on Systens Security Standards

Any previous security reviews of DWP systens that have
incorporated Data Protection (ie Part 10.5 of the |SSS)
within their scope

Rel evant internal nenos.
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About the Enterprise Privacy G oup

The Enterprise Privacy Goup (EPG is a nenbership body dedicated to
creating innovative privacy managenent solutions. The EPGs team of
experi enced privacy professionals offers a unique and independent service
for organisations that wish to set the highest possible standards for the
handl i ng of personal information.

Menber shi p

The EPG offers a nmenbership body that is open to conmercial, government and
academ c organi sations from around the world. EPG Menbers will benefit from
nmeetings, workshops, reports, training courses, conferences and expert
advice that will help themto mnimse privacy-related risks in a highly
cost-effective way.

Pr of essi onal Services

The EPG s team of privacy professionals offer a broad spectrum of privacy
servi ces, i ncl udi ng risk assessnent, policy devel oprent, process
i npl enentation, training and awareness, data protection audits and
recruitnent of privacy officers on behalf of clients.

Enterprise Privacy G oup

d d Bank House
59 High Street
Qi ham
Hants RG&29 1LF
T: 01256 702325
F: 01256 702375

O Enterprise Privacy Goup Ltd. Al rights reserved.
Enterprise Privacy Group and the EPG | ogo are tradenmarks of Enterprise Privacy Goup Ltd



